Kerb eros ersion John T. Kohl Digital Equipment Co rp ration /Proje ct thena Kerb eros Status V4 Deplo ed in 85/86; no used rld- wide V5 under construction V5 (with HP autho rization extensions) to included in OSF DCE V5 to rop osed as an Internet optional roto col Goals fo Kerb eros exchange: Authentication of Client to Server (optional) Authentication of Server to Client Secure Exchange of Encryption Key Messages exchanged: C- KDC \gimme tick et" KDC- tick et ey C- tick et authenticato (opt) S- con�rmation /m utual authen- tication V4/V5 di�erences (p roto col) rincipal names multi-comp on ent rather than fo o.ba r@baz new ags in tick et o-tgt user-to-user authentication encryption replacement address-t yp indep endence Tick et ags: rw rding (-able, -ed) Pro xying (-able, -ied) ost-dating (ma y-, -ed, plus Invalid) Renew able Initial Duplicate-Session-Key Tw o-tgt user-to-user authentication used when server can’t hold secrets long (public rkstation) server uses logged-in-user’s TGT and ses- sion ey as basis fo trust client gets TGT, sends his server’s to KDC, then ro ceed as no rmal. Encryption replacement V4 had only DES, in funny mo de V5 has essentially \virtual function" fo the encryption interface MIT co de will rovide DES with CRC-32 as sepa rate pack age. Address-t yp indep endence Addresses enco ded as yp e, length, contents tuple Addresses can igno red applications with little impact on securit rima rily useful to thw rt theft of creden- tials Implementation di�erences Sepa rate \name space"; oth V4 and V5 co de can link into one server exible credentials cache, server ey re- pla cache interfaces (\virtual functions") rop er repla detection (eventually) \Generic" API 10 Compatibilit issues v5 KDC will \do" v4 requests application servers can do oth so ou can phase in new clients \Generic" API will help 11 mo re info: info-kerberos@athena.mi t.edu mailing list: kerberos-request@ath ena.mit.e du v4 co de, some v5 do cs: FTP to athena-dist.mit.edu /pub/k erb eros/ mail to archive-server@athena-dis t.mit.edu subject: index 12