smb@ulysses.att.com mischu@allegra.att.com

ABSTRACT

[Stei88]

MIT.

[Kohl89]

NIX ®

__________________

07974.

[Davi89]

authentication principal

<primaryname, instance, realm >.

instance root

myhost.rlogin realm

tickets ticket-granting server TGS

T_{c,s} s, c, addr, timestamp, , K_{c,s} }K_s K_s K_{c,s} 1 authenticator :

A_c c, addr, timestamp}K_{c,s}

fraudulent.

{timestamp+1}K_{c,s} timestamp knew K_{c,s} request s, {T_{c,tgs} }K_{tgs} , {A_c }K_{c,tgs} ticket-granting ticket s K_{c,s}

T_{c,s} }K_s ,K_{c,s} }K_{c,tgs} K_{c,s}

{K_{c,tgs} , {T_{c,tgs} }K_{tgs} }K_c K_c

__________________ K_{c,s}

Notation c s tgs K_x x’’ K_{c,s} c s’’ { }K_x ‘‘ K_x T_{c,s} c s’’ A_c c’’ tgs addr

NIX

2

[Morr79]

root

__________________

exposed.

3

/tmp /tmp

4

NIX [Post81]

__________________ toehold service.

UDP-based^{[Post80]}

[Mill89]

5

K_{c,s}

T_{c,tgs} K_c K_c recorded T_{tgs}

Stol88]

[Diff76]

/etc/passwd

__________________

[LaMa]

UNIX

option.

K_c

[Loma89] They

login

K_c

R, K_c R {R}K_c K_c response. R {R}K_c

[Kohl89]

X=(DATA, timestamp+direction, hostaddress, PAD)

DATA

(AUTHENTICATOR, CHECKSUM, REMAINDER) X (AUTHENTICATOR, CHECKSUM

_ (length(DATA DATA, msectime, hostaddress, timestamp+direction, PAD) length(DATA

cryptanalysis

_TGS_ _

extended.

chaining i + i cipher i i +

K

×

via login kinit kinit rkinit

realm n^2 n

NIX

/dev/kmem

       root

never

strengths.

root

authentication.

{R}KC R KC R {R}KC from

implemented.

/etc/passwd

REFERENCES

Athena, Artech

Computer 16

6 NIX 63

,

23

76 1988). 22

USENIXConference 31 1988).