Solaris Commercial Extensions Products

Security Products

The Account Resour ce Management (ARM) and Automated Security Enhancement T ool (ASET) Security Pr oducts ar e members of the Solaris^™ Commer cial Extensions Pr oducts series. They enhance the versatility and security of UNIX^® systems used for demanding technical and commer cial applications. ARM and ASET pr ovide system administrators security featur es pr eviously available only on pr oprietary systems, ther eby significantly incr easing the security of UNIX systems.

Account Resour ce Management is a set of administrative security featur es that enhances account pr otection and usage contr ol. By supplementing the standar d UNIX login and passwor d mechanisms, ARM pr ovides account pr otection and access denial featur es expected by commer cial customers. ARM enables solutions tailor ed to an organization’s unique security needs.

The Automated Security Enhancement T ool allows system administrators to audit curr ent workstation security levels and to adjust the level of security on their networks — fr om the most open access to the most restrictive.

These commer cial security featur es have virtually no impact on system or network performance.

Key Features and Benefits

As the popularity of open, networked computing has gr own, so has the need for securing and pr otecting information on the network. The need for softwar e security is critical in commer cial, government and university installations. W ith the ARM & ASET security pr oducts, Solaris can better addr ess user needs for r eliable, flexible softwar e security tools.

ARM and ASET enable corporate MIS managers and network administrators to cr eate customized security solutions that help pr otect their UNIX networks fr om security br eaches. ARM is a set of administrative security featur es which aid system administrators in contr olling user account access. All of ARM’s featur es are networkextensible, and can be customized on a per -account basis.

2550 Garcia Avenue • Mountain V iew • California 94043-1 100

ARM account pr otection capabilities include:

Password Aging • Keeps passwor ds valid for a user -specified minimum and maximum amount of time. This helps ensur e that passwor ds ar e changed periodically . NIS passwor ds ar e also aged.

Account Expiration • Automatically locks expir ed accounts fr om the system. An account may be deleted or placed in an inactive state (i.e., it can be re-activated by the system administrator).

Auto-Logout • Terminates inactive sessions to limit

unauthorized account usage.

Auto-Lockscreen • Automatically closes workstation window access to limit unauthorized workstation usage.

Dial-Pass • Presents an additional level of security for modem or network access. When users attempt to log in to a pr otected port, the user must enter an additional passwor d in or der to get logged into the system.

Password Qualification • Allows sites to specify their own policy on passwor ds including length and other parameters.

ARM also pr ovides the following access/denial featur es:

Login Disabling • De-activates an account after r epeated invalid attempts, to help r educe passwor d “cracking” and br eakins. After a specified number of consecutive unsuccessful login attempts, an account is locked for a selected amount of time.

Access Hours • Denies account access, and terminates active sessions outside of authorized work hours. Access hours can be specified on a daily basis.

ASET provides an automatic audit of security policy, allowing the system administrator to enfor ce workstation security at low , medium, or high levels. ASET checks and tightens file permissions, checks the contents of critical system files such as the passwor d files, examines envir onment variables in user startup files, investigates system configuration files, and checks EEPROM data for system startup parameters. Wher e possible, ASET modifies the weaknesses it finds, and brings the system to the desir ed security level. If ASET cannot automatically r esolve the security issue, it informs the system administrator . ASET can automatically apply the basic security parameters for “fir ewall machines” — systems that serve as gateway machines to public networks.

Requirements

Hardware • Specific configurations of the SP ARC^® reference platform.

System Software • Solaris 1.0 or any SunOS^™ 4.1.x release

Typical Configuration • Networked workstation or server

Distribution Media • CD-ROM

For mor e information, call 1 800 227-9227 or 415 336-4252.

Sun Micr osystems, the Sun Logo, NFS, NeWS and SunLink ar e register ed trademarks, and Sun, SunSoft, the SunSoft Logo, SunOS, ONC, and Solaris ar e trademarks of Sun Micr osystems, Inc., licensed to SunSoft, Inc., a Sun Microsystems company . UNIX is a r egister ed trademark of UNIX System Laboratories, Inc. SP ARC is a r egister ed trademark of SP ARC International, Inc. Products bearing the SP ARC trademark ar e based upon an ar chitectur e developed by Sun Micr osystems, Inc. All other pr oducts r eferred to in this document ar e identified by the trademarks of the companies who market those products.

Printed in USA 9/91 91011-0 4K